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IBM’s eLiza: Computer Systems That Care for Themselves

Answer to Q1

Some problems that we encounter with our PC or network for instance:

a) PC gets infected by the viruses – that intent to damage or interrupt computer operations; 

b) PC or Internet infected by worms. Worms spread faster than virus to other computers in the network. Worms spread as attachment in an e-mail and it copies itself to the windows directory (folder), keyboard inputs, send itself to all contact list if the user is using Outlook or outlook express with different subject and body text, this is known as backdoor, so that the administrator of this worm can connect to victim’s machine through this port and execute applications and also it will tries to terminate some applications and especially security protection applications and especially security protection applications. 

Trojan horses: unauthorized program contained within a legitimate program. It performs functions unknown (and perhaps unwanted) by the user. Trojans have two components server and client, the attacker will install one of these components in victim’s machine and will connect from his machine to victim’s system through the internet. Several Trojan horses such as : remote access (backdoor) – it gives attacker administrator remote access to victim’s system; password sending – searched for cache passwords and entered passwords and send them to Attacker’s e-mail; Using victims system as agents for Distributed Denial of service attacks; proxy Trojan ; destructive – destroy and delete files from victim’s system. 

c) The Windows won’t start or crashes frequently. 

d) Scheduled tasks on the PC do not seem to run

e) The system is very slow and sometimes it goes down; it hangs; 

f) Could not get the e-mails.

g) Some files of our files won’t open. The dialog box says they are corrupted or unreadable; and some says, “perform illegal operations".

h) Some dialog box says ”this file is not responding”; in chatting room: stated “runtime error”;

i) Files corrupted by viruses and worms.

j) The system won’t boot or does not see the hard drive. 

k) Disk access takes too long and my PC has slowed down.

Answer to Q2

There are several dangers or threats that involved in transferring system administration tasks from people to machine. As when we are dealing with something in electronic form like computers system and highly depending on them, they are vulnerable for misuse, abuse etc. The vulnerability, which may lead or inflict to various types of damages resulting in significant losses. The computer systems are easily attack by viruses, worms also by unauthorized access such as hackers, attackers or crackers. Date is concentrated in electronic files. Effect of a disaster such as hardware malfunction or power outage can be more extensive. Computer systems have been developed and written remote access concept. Computer networks have evolved with openness. This encourages easy accessibility. Anyone who has physical access to the computer system (machine) may obtain substantial amount of information, thus it leads to exposure of critical important information. Anyone can be unauthorized person or intruders. 

However, with the existence of this technology does not mean users become disadvantaged. The human instead could focus more on critical workload. By this new technology it enables and helps the users to reduce the dependability on IT personnel, as these four functions; self-healing, self-configuration, self-protecting and self-optimizing will work on their own without burdening the users. On line systems are not specially protected against the openness of IP, therefore the dangerous is huge. Transferring system administration also prone to fraud. In addition, the complication/difficulty of controlling the network is higher with bigger network such as internet. 

Human system administrators play a greater role in this new maintenance system. For instance, to enhance the security or to implement the more scrutinized security system. Security system must be enhanced in order for the loopholes in the system getting smaller hence it will reduce from intrusion. 

The benefits of this new technology outweigh the liabilities as every system administrator or system IT director has faced this prospect: 8,000 users need to migrate to a new version of a mission-critical application and they need it to work smoothly and immediately. Failure means lost of productivity and clamoring hordes of frustrated employees who are just trying to get their jobs done. Failure would also means the help desk is buried under calls from people whose application do not work. 

Prior to this new technology most the traditional system management solutions typically focus on electronic software distribution and fail to address what happens after applications have been distributed. Most solution can’t verify the success or failure of the installation itself and are not equipped to resolve frequently occurring desktop problems such as configuration errors, “broken” software, lost or deleted files and poor network performance. 

The benefits of having this new technology would save significant time and labor resources. Self-healing PC technology, for instance would dramatically improves enterprise-wide productivity because users can access and use applications that are integral to their jobs. Help desk call can be reduced by 50% or more through an effective desktop management solution that can resolve application-related problems automatically. 

Another example, adopting easy-to implement system management solutions that work well across multiple platforms, operating systems and protocols is crucial for IT professionals. This is especially important since IT environments are constantly becoming more complex and difficult to manage. Whilst there are points solutions for many of these features, such as inventory collection, remote control, software distribution etc, an integrated solution greatly simplifies the entire task of identifying, deploying and managing the systems since it all works from one management console using one interface. 

Answer to Q3

Self-healing technology is based on a simple concept i.e. when a user clicks on an icon, the application should work. Self-healing technology extends the traditional idea of desktop system management by “understanding” who each users is and which business-critical applications each user requires. After identifying these requirements, the technology maintains all the work-stations so they remain in this ideal, production-ready state. 

The foundation of self-healing technology is the ability to guarantee application availability. This is accomplished by proactively discovering and resolving desk-top software problems before the user is aware of the error. 

The new eLiza technology let IBM product fix themselves, but taking the human element out of picture. Which means the technology will maintain itself while the human plays a role as system administrator. The network administrator can focus on more critical work. This new technology also focuses on supplying intelligence but for enterprise infrastructures rather than between humans and computers. For example, IBM is equipping its server platforms with intelligence that can be used to automatically allocate computing resources on the fly as business conditions change. 

In maintaining its technology, these four functions of eLiza, to self-configure, self-heal, self optimize and self-protect could increase the availability, reliability and security across the enterprise It is expected that by self-configuring will enable a dynamic resource addition and changes such as server processing allocation, while self-healing capabilities will detect failing components and take the necessary recovery steps. Self-optimizing of eLiza will enable IT to define acceptable service level agreement for enterprises, which are based on business goals. The service level agreement can then be acted upon by hardware, software and services that contain the self-optimizing technologies, whilst the administrators can quickly and easily identify a failing component. 

ANSWER TO Q4

1. Risk Management – to let IT integrate and manage information from a variety of security technologies, including intrusion detection systems and firewalls. 

2. System controller- to control access to systems, applications and data in a centralized and automated fashion. 

3. Computer and Information system manager - to plan, coordinate and direct research and design the computer related activities of firms. They help to determine both technical and business goals in consultation with top management, make details plans for accomplishment of these goals. For example, identify how an organization computing capabilities can effectively aid project management. 

4. Technology manager – evaluate the newest and most innovative technologies and determine how these can help their organization. Because of the rapid pace of technological change, the managers must constantly be on the lookout for developments that could benefit their organization. They also be responsible for demonstrating to a company how information technology can be used as a competitive tool not only cuts costs but also increase revenue and maintains or increases competitive advantage. 

5. Computer software engineers.

6. Computer support specialists

7. Computer system analyst.

8. Database administrator.

9. Computer scientists. 

10. Computer system design.
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