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ANSWER TO Q1

In line with its goal, the formation of the Internet Security Alliance is to have a collaboration effort to provide information sharing and leadership on information security and to represent its members and regulators; A joint effort between the private sectors and the government. 

The parties involved and each one plays their own role where the SEI (Software Engineering Institute is a federally funded research and development center sponsored by the US Department of Defense and managed by the Carnegie Mellon University. They are all derive from government sectors. Whereas from private sectors include the EIA (Electronics Industrial Alliance – a federation of trade association, other private and public member organizations and corporations. 

Thus Internet Security Alliance (ISAlliance) represents industry’s interest before legislators and regulators and aims to identify and standardize best practices in Internet security and network survivability while creating a collaborative environment to develop and implement information security solutions. 

Technology advancement will always outpace the ability of government to regulate. The ISAlliance Government Affairs Committee takes this message before policy makers and educates the Congress and government officials about the impact of regulation on the private sector. The Committee also keeps the Board of Directors abreast of developing policy issues and makes recommendations for how the ISAlliance can best advocate its unique mission and vision before the Congress, the White House and the Department of Homeland Security.

The Government Affairs Committee will host a series of congressional briefings. This briefing allows the Sponsor level member companies to discuss issues that affect their businesses and the industry as a whole. 

Again, as the operational concept is to achieve their goals that based on the enormous store of data made available by the CERT/CC and the analytical expertise for its CERT® Analysis Center to harness this data for the benefit of alliance members. These centers have unmatched access to comprehensive data from their partners in both the public and private sectors.

ANSWER TO Q2

The Internet Security Alliance’s mission is to use the collective experience of the members of the Internet Security Alliance to promote information security practices, policies and technologies that enhance the security of the Internet and global information systems. 

The ISAliance will undertake certain crucial activities such as: 

· To promote greater responsibility on information security issues;

· To provide early warning of emerging security threats;

· To provide the in-depth reports on vulnerabilities and threats;

· To facilitate executive-to-executive communications in respect of the solutions to threats and emerging trends;

· To conduct research leading to identification and resolution of root causes to problems;

· To develop training and certification programs in information assurance and other fields;

· To initiate standard-setting activities on the foundation of Electronic Industries Alliance’s 75-year heritage in the standard world;

· To provide a coordination point for industry dialogue on self regulation issues such as privacy;

· To develop organizationally viable models for integration and adoption of security practices;

· Work with legislative and regulatory bodies to ensure efficient linkages are maintained; 

· To education senior management and boards; 

· To conduct timely seminars on emerging security issues.

ANSWER TO Q3
The issues have to be prioritized in order to deal with and for the necessary implementation of a successful security process. The practices encompass policy, process, people and technology. With this measure, it enables the alliance to determine what are the crucial issues to be addressed and what are not for the survival of their organizations or businesses. 

For example, a survey was conducted to the information security specialists to compare their current attitudes towards information security with their attitudes prior to the 9/11 terrorist attacks. Largely results indicated that the security specialists view information security as more of an issue, and most answered that they still feel inadequately prepare to meet their current security challenges and just as importantly, most senior management commitment to address these challenges. 

10 highest priority have been identified including the general management wherein, the managers are responsible to ensure that there adequate resources, like security policies are well defined and that the policies to be reviewed regularly. As for policy, the security policies must address key areas such as security risk management, identification of critical assets, network security, vulnerability and incident management, privacy etc. Policies need to be embedded in standard procedures, practices, training and architectures. Risk management – a management plan needs to be developed to mitigate risks with the greatest impact. 

In security architecture and design, it is required to protect critical information access, whilst high-areas such as power supplies should employ diverse and redundant solutions. User issues like general employees, IT staff, partners, suppliers, vendors and other parties who have access to critical information systems. System and network management must be put in place to ensure that software patches are applied properly. Authentication and authorization must be formulated. Security breaching events and changing conditions must be monitored on regular basis. Physical access to key information should be controlled by two-factor authentication. Plans Implementation on continuity and periodically test to ensure they effective.   

ANSWERT TO Q4

The existence of the ISAlliance is very important in order to have a good collaboration between the private sectors and the government. Both sectors play a big role in the security management. 

With this collaboration between the private sectors and the government, members will have a single portal for up-to-the-minute threat reports, best security practice, risk management strategies, which will provide them with the edge in the competitive and volatile environment of the Internet. Both sectors involved would work hand in hand together in order to achieve their goals. 

 The Alliance provides ultimate benefits such as information i.e. to help organization keep informed with current emerging threats; it also as a security practices and tools i.e. robust security practices help organizations reduce their vulnerability to attacks from both insiders and outsiders. The Alliance as the avenue for policy development as it represents a cross-industry voice for practical and effective policy on Internet security issues, in order to enhance one organizations’ security.

The Internet Security Alliance membership is international in scope and comprised of companies from all industry segments. Members range from financial institutions, manufacturing companies, information security service providers, large and small companies, operating in the online environment and concerned about the security and survivability of their Internet-connected system.

The Alliance foundation is a network of Security Expertise. With access to more than 100 technical analysts and a growing membership of influential members from industry and academia, the Internet Security Alliance provides a forum for collaborative work on problem analysis and solution development. 

Based on the above advantages it is justified that the existence of the Alliance brings more benefits not only to its members but also to the world at large. The keyword is the security. With the existence of the Alliance as well helps the organization and business industry to scrutiny and tighten the security/privacy from intruders/unauthorized access. 

The costs should be paid by the members and partly be sponsored by any big organizations, plus the government. 
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